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DIGITAL CRIMINAL INVESTIGATION

Hanan Mohamed Elhoussini Ahamed Sahar Ali Abdullah Alhabdan
Assistant Professor, College of Law and Political Science Assistant Professor, College of Law and Political Science
King Saud University King Saud University

(Received 20/01/1441 H., Accepted for Publication 22/04/1441 H.)

Abstract. Cybercrime is a new type of crime, which was produced by the modern information revolution. Cybercrime
represents multiple types of criminal behavior conducted through computer hardware and the information network.
Moreover, since cybercrime is committed in a virtual world, the question has been raised as to how criminal investigation
procedures have evolved so it can deal with this new type of crime for the purpose of extracting digital evidence. Because
the nature of cybercrime is different from traditional crimes, cybercrime must be subject to procedures that are different
from the traditional procedural rules. Therefore, the research explains and analyzes the digital forensic investigation and
modern technological techniques to obtain the so-called digital evidence and assure its legitimacy. It will also demonstrate
the obstacles cyber investigation may encounter. This research follows the analytical approach in describing the rules and
procedures of this investigation.

Keywords: Crime, Information crimes, Investigation procedures, Digital evidence.
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